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Dear Families:

As I mentioned yesterday, our IT staff, in partnership with independent experts, is working diligently to restore operations
as quickly and as safely as possible.  Please review below the answers to questions that we are able to provide at this time.

Is it OK to resume the use of devices on home networks? Yes*.

One of the issues the IT staff has been working through is whether or not our network security incident compromised
computing devices that have recently been connected here on site to the BTSD internet network.

After further investigation of our network security incident, at this time, we have no reason to believe that individual
computing devices that were connected to our network were compromised by this incident.   In reviewing the nature of the
network security incident, our hardware and systems, and the technical  information provided by experts we have
determined the incident to be server focused.  Therefore, we do not believe that individual Chromebooks, laptops, cell
phones, etc. have been affected by this incident, regardless of whether the device was district owned or privately owned.
Finally, please know that additional protections will be added to all district issued devices in the coming days to monitor
their health in new ways.

As you can appreciate, while we have and will continue to invest in efforts focused on the security of our IT systems, in
today’s evolving cybersecurity environment, device and network safety – whether district or personal – is not 100 percent
guaranteed.

*Please refer to the last page of this message for best practices and resources in at-home computing security that may be
helpful to you.  As an additional precaution, our IT Director strongly encourages all families to review this last page
before resuming the use of devices at home.

Is it OK to login to school accounts such as Google classroom, Gmail, etc? Yes.

Google cloud services such as Google Classroom are hosted remotely and we have not received any communications or
alerts from Google which would indicate any problems with our Google platforms.

Is the school district’s internet available for use again? No.

Unfortunately, District wifi/internet is still not available for in-person students and staff while we continue our restoration
efforts.  School staff will be issuing messages today to families about how the instructional programs will be adjusted. We
appreciate your patience and understanding as we navigate this situation.

http://www.bernardsboe.com
mailto:nmarkarian@bernardsboe.com


Has any personally identifiable information or account passwords been compromised in this network security
incident?

The investigation is still ongoing, and we will provide updates as appropriate.

Again, we encourage you to review the  last portion of this message which includes references and best practices for how
you can enhance computing security.  The district will provide additional information to our community when appropriate,
and as expeditiously as possible.

Sincerely,

Nick Markarian
Superintendent

Recommendations, Resources and Best Practices for Cybersecurity

Our IT Director recommends that a very important strategy in protecting your personal home devices and your personal
home network is the use of strong passwords on your devices.   Devices must be password protected meaning that any
account that is used to logon to the computing device must have a strong password.   Oftentimes a device has multiple
login accounts - E.G. Administrator, Mom, Dad, Child 1, Child 2 etc. ALL logins must be password protected with a
strong password.  Other important resources and best practices are provided below.

1) Do not respond to suspicious emails, texts or other electronic communications.

2) Do not engage in electronic communication with unknown individuals or entities.

3) Change passwords regularly, use strong passwords, and do not use the same password for all applications.

4) Use (anti-virus, anti-phishing, anti-malware) software and keep your anti-malware up-to-date on your devices.

5) Suspected internet crime should be reported to the Internet Crime Complaint Center, here:
https://www.ic3.gov.  The Internet Crime Complaint Center also has an FAQ resource.

6) National Security Agency - Best Practices for Keeping Your Home Network Secure

7) Cybersecurity & Infrastructure Security Agency Home Network Security Tips

https://www.ic3.gov
https://www.nsa.gov/Portals/70/documents/what-we-do/cybersecurity/professional-resources/csi-best-practices-for-keeping-home-network-secure.pdf
https://us-cert.cisa.gov/ncas/tips/ST15-002

